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XACTly What You Need To Know 

Xact Data Discovery Newsletter
August, 2010

Did you know?
As part of our continuing series on the nine-step model of e-discovery known as the EDRM (or Electronic Discovery Reference Model), this August 2010 issue of “XACTly What You Need To Know” discusses Step 3 – Preservation.  
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This newsletter discusses the third step of the EDRM, Preservation.

Step 1 - Information Management
Step 2 - Identification

The Ball Analogy:  E-Discovery expert, Ralph Losey, created an easy to remember sports analogy for the seven key steps of e-discovery work that follow Information Management.  Don’t play “Hide the Ball” when it comes to electronic discovery.  Instead, play:

· Find the Ball (Identification)

· Save the Ball (Preservation)

· Pick up the Ball (Collection)

· Shrink the Ball (Processing)

· Clean the Ball (Review)

· Aim the Ball (Analysis)
Step 3 – Preservation (Save the Ball)
After completing Step 2 where you Identified what ESI is at issue, you now need to ensure that ESI is segregated, preserved and protected against destruction or alteration.   Preservation should be done on a very broad brush basis, as the later steps of the EDRM affords you the opportunity to be more selective.
Parties need to preserve not only relevant ESI such as email, but other relevant “outlier ESI” and ephemeral data such as:

Instant messages

Texts

Voicemails

Skype messages

USB Flash Drives

Personal Email

The initial step of Preservation requires that you prepare and circulate a WRITTEN litigation hold.  Ideally this occurs within a few days notice of the dispute or reasonable anticipation thereof.  Of significance is that the duty to preserve ESI may be triggered before the filing of a complaint, see, e.g. Pension Comm. Or Univ of Montreal Pension Plan v. Banc of Am.Sec., LLC, 685 F. Supp. 2d 456, 470 (S.D.N.Y. 2010).  The hold notice should come from senior management or in-house legal counsel, and be communicated to all key employees and witnesses.  The litigation hold should direct employees to preserve all relevant records and counsel should specifically instruct parties not to destroy their records.
At the same time, Preservation requires that you implement litigation holds where feasible by automated processes.  Ensure to suspend “Janitor Programs” that automatically delete ESI that may be relevant and consider placing all scheduled backup tape deletions on hold as well. Where relevant files may have been deleted, written over, damaged, or is encrypted data, you may want to consider Forensic data capture to ensure that proper Preservation occurs.
For additional guidance on Preservation, see The Sedona Conference Commentary on Preservation, Management, and Identification of Sources of Information that are not Reasonably Accessible, which can be downloaded from the Conference’s website:  www.thesedonaconference.org.

A summary of recent case law on the duty to preserve can be found in a new survey created by the law firm of Gibson Dunn, 2010 Mid-Year Electronic Discovery and Information Law Update.   The survey provides an excellent summary of recent case law in all key areas related to Electronic Discovery.  To review the full summary, please see:
http://www.gibsondunn.com/Publications/Pages/2010Mid-YearReportonEDiscoveryandInformationLaw.aspx
The September 2010 edition of “XACTly What You Need To Know” will discuss Step 4 of the EDRM, Collection, or Pick Up The Ball.

See http://edrm.net  for further information about the Electronic Discovery Reference Model.






